[Tpunoxenue Ne
K mpukazy I'’AYBO BPIL] «Onumm»
OT Ne

HOJIUTUKA
I'AYBO BPII «Oaumm»

B OTHOILCHUM 00Pa0OTKH NMEPCOHATBHBIX JAHHBIX



1. OBIIME NOJOXEHUA

1.1. TepMuHBI U onpeeneHus

[lepconanbHble naHHBIE - Jr00as WH(POpPMAIMS, OTHOCSIIASICS K MPSAMO WIH
KOCBEHHO ONpENEJICHHOMY WM ompeaensieMoMy (dusndyeckomy iy (CyObekTy
MEePCOHATBHBIX JIAHHBIX ).

OmnepaTop - TOCYIapCTBEHHBIM OpraH, MyHUITUTIATBHBIA OpTraH, IOPUANIECKOE WITH
(bu3nUecKoe JIMI0, CAMOCTOSATEIHLHO HIIM COBMECTHO C JPYTUMHU JIMIIAMHU OPTaHU3YIOLIUE U
(W) ocyIiecTBiAIoNME 00paboTKy TMEPCOHATBHBIX MAHHBIX, a TAKXKE OMPEICIISIONINe
eI 00pabOTKU MEPCOHATBHBIX JAHHBIX, COCTaB MEPCOHAIBHBIX JTAHHBIX, MOJICHKAIINX
o0paboTke, eicTBUS (ONEpaliK), COBEpIIaeMble C TIEPCOHATBLHBIMU JIAHHBIMHU.

OO6paboTka MEPCOHANBHBIX JAHHBIX - JII0O0O€ JedcTBUE (omepanus) WiIu
COBOKYMHOCTh JIEUCTBHUM (Omepariuii), COBEpIIAEMBbIX C HCIIOJb30BAHUEM CPEICTB
aBTOMATHU3AIMKA WM 0€3 HCIIONB30BAaHUSA TaKUX CPEICTB C IMEPCOHAIBHBIMU JTaHHBIMH,
BKJIIOYas cOOp, 3amuch, CHUCTEMAaTH3AlHMIO, HAKOIJICHWE, XpaHCHHWE, YTOYHCHHE
(oOHOBJIEHHE, W3MEHEHHUE), W3BJICUCHHE, UCIOJIb30BAHUE, IMepeaady (pacrnpocTpaHeHUeE,
MpeoCcTaBlIeHrue, AOCTYI), OO€3IMYMBaHUE, OJIOKMPOBAHUE, YyAAJICHHE, YHUUYTOXXCHUE
MEPCOHANIbHBIX JTAHHBIX.

ABTOMAaTU3UpOBaHHAsE  00pabOTKa MEepCOHANbHBIX JaHHBIX -  00paboTka
MEPCOHAIIBHBIX JJAHHBIX C TIOMOIIBIO CPEJICTB BEIYMCIUTEILHON TEXHUKH.

PacnipocTpaneHne mepcOHANbHBIX JaHHBIX - JEHCTBUS, HAMpaBlICHHbIE Ha
PACKPBITHE IMEPCOHATBHBIX JAHHBIX HEOMPEACIICHHOMY KPYTY JIHII.

[IpenocraBienre MepCcOHANBHBIX TAHHBIX - JIEHCTBUS, HAIIPABJICHHBIC HA PACKPBITHE
MEPCOHANIBHBIX JJAHHBIX OMIPEICTICHHOMY JIUITY WX OTPEEICHHOMY KPYyTY JIHII.

brokupoBanue mNEpPCOHANBHBIX JAHHBIX - BPEMEHHOE MpeKparieHue o0padOTKu
MEPCOHANILHBIX JAHHBIX (32 UCKIIOUECHHUEM CIIy4aeB, €clii 00paboTKka HeoOXoauma s
YTOYHEHHUS ITEPCOHAIBHBIX TaHHBIX ).

YHUYTOXKEHHE TICPCOHATBHBIX JaHHBIX - JCHCTBHSA, B PE3yJbTaTe KOTOPBIX
CTAaHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBHTH COJIEP)KAHHE TEPCOHANBHBIX JAHHBIX B
WH)OPMAITMOHHOW CHCTEME IEePCOHANBHBIX AAHHBIX W (WJIM) B pe3ybTaTe KOTOPBIX

YHUUTOKAOTCA MATCPUAJIBHBIC HOCUTCIIN IICPCOHAJIBHBIX JTAHHbIX.



OO0e3nuurBaHue TMEPCOHANBHBIX JAaHHBIX - JEUCTBUA, B PE3yJbTaTe KOTOPHIX
CTAHOBHUTCS HEBO3MOXXHBIM 0€3 HCIIOJB30BaHUS JIOMOJHUTEIBLHON  WH(OpMauu
ONpPENCIUTh TPUHAJICHKHOCTh TMEPCOHANBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX TaHHBIX.

NudopmarmonHass  cucreMa  MEPCOHANBHBIX  JAaHHBIX -  COBOKYITHOCTh
comepkammxcs B 0a3ax JaHHBIX TEPCOHAIBHBIX JAHHBIX W OOECMEYMBAIOIMIUX HX
00paboTKy HHPOPMAITMOHHBIX TEXHOJIOTHUH U TEXHUYECKUX CPEJICTB.

TpancrpanuyHasi rnepefaya IMEPCOHATBHBIX JaHHBIX - TEpeaadya MEPCOHATbHBIX
JAHHBIX Ha TEPPUTOPHIO MHOCTPAHHOTO TOCYJApCTBAa OpraHy BJIACTM HHOCTPAHHOTO
rocyJIapcTBa, MHOCTPAHHOMY (DH3UUYECKOMY JIHMIy WM HHOCTPAHHOMY HOPUINYCCKOMY
JUIy.

1.2. Ha3znauenue u npaBoBasi OCHOBa JOKYMEHTA

[Tomutuka 'AYBO BPI[ «Onumm» onpeaensieT CUCTeMy B3IVISIAOB Ha MpoOJieMy
oOecrieyeHuss  O€30MACHOCTH  NEPCOHAJIBHBIX  JAHHBIX W MPEACTaBIsieT coOoH
CHCTEMATU3UPOBAHHOE H3JI0KEHHE II€JIEH M 3a/Jad 3alluThl, KaK OJHO HWJIM HECKOJBKO
MpaBwWI, MPOLEAYP, MPAKTUYECKUX MPUEMOB M PYKOBOJAIIMX IPUHIIUIIOB B 00JacTH
uH(pOpMaIMOHHON 0e301acHOCTH, KoTophiMU pykoBojcTByeTcs TAYBO BPI] «Onumm» B
CBOCH JESATETbHOCTH, a TAaKKE€ OCHOBHBIX MPUHIIUIIOB TMOCTPOCHHUS, OpPTraHU3allMOHHBIX,
TEXHOJOTUYECKUX U MPOLETYPHBIX aCIEKTOB oOecreueHus 0€30MacHOCTH NEPCOHAIBHBIX
JIAaHHBIX.

3akoHomaTenpbHOM OCHOBOM Hactosimied [lommtuku sBistorcs  KoHcTuTyuwus
Poccuitickont  ®enepanmu, [paxkmanckuii, YroJoBHbIM W TpyIOBOM  KOJIEKCHI,
®enepanbHbii 3akoH 0T 27.07.2006 Ne 152-03 «O mepCOHANBHBIX JTAHHBIX)», 3aKOHHBI,
yKa3bl, T[OCTAHOBJICHUS, Jpyrue HOPMATUBHBIC  JIOKYMEHTHI  JEHWCTBYIOIIETO
3akoHoaaTenbcTBa Poccuiickoit denepannu, nokymeHTel ®CTIOK 1 ®Cb Poccun.

HUcnonp3oBanne panHou IlonmuThkn B KayecTBE OCHOBBI IS  TOCTPOEHUS
KOMIUIEKCHOM CHUCTeMbl HMH(OPMAllMOHHONW 0€30MacHOCTH TEPCOHATBHBIX JIAaHHBIX
I'AYBO BPIL «OnuMIn» mMo3BOJIMT ONTUMU3UPOBATH 3aTPATHI HA €€ TOCTPOCHHUE.

[Ipu pazpaborke [lOJUTUKK YUYUTHIBAIUCH OCHOBHBIE TPUHIUIBI  CO3/IaHUS

KOMILJIEKCHBIX CHCTEM obecredeHuss 0e30macHOCTH WH(POpPMAIUU, XapAKTEPUCTHKU U
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BO3MOXXHOCTH OPTaHU3AI[MOHHO-TEXHUYECKUX METOJAOB M COBPEMEHHBIX amIapaTHo-
NPOTPaMMHBIX ~ CPEACTB  3allUThl W  TPOTUBOACUCTBUS  yrpo3am 0e30IacHOCTH
uH(bOpMaInu.

OcHoBHble mnonokeHHs [lonmuTuknu Oas3upyroTCs Ha KaueCTBEHHOM OCMBICIEHUU
BONPOCOB 0€30IaCHOCTH HMH(pOpMAIMM W HE 3aTParuBaioT BOINPOCOB 3KOHOMHYECKOTO
(KOTMYECTBEHHOT'0) aHaJIM3a PUCKOB M OOOCHOBAaHUS HEOOXOIMMBIX 3aTpaT Ha 3alluTy

uHpopMarmm.

2. OBBEKTBHBI 3ALIINTBI

OCHOBHBIMH OOBEKTaAMH CUCTEMBI 0€30MMaCHOCTH MEPCOHANBHBIX aHHbIX B TAYBO
BPILI «OnuMmy» sSBASIOTCS:

—  uH()OpPMAIMOHHBIE PECYpChl C OTPAHUYEHHBIM JIOCTYIIOM, COZEpKallne
MIEPCOHAJILHBIC TAHHBIC;

— Tmpouecchl 00pabOTKH TMEpPCOHANBHBIX JaHHBIX B HH(POPMAIMOHHOM CHCTEME
nepcoHalibHbIX AaHHBIX ["TAYBO BPIl «Omumny, nHGOpMAaIMOHHBIE TEXHOJIOTHH,
peryiaMeHThI U Mporeaypsl coopa, 00paboTKU, XpaHEHUS U nepeaayr HHGOpMaIIiH,
nepcoHan pa3pabOTUUKOB W TMOJIb30BAaTENICl CUCTEMbl U €€ OOCITY>KUBAIOIIHA
HepCoHall;

— wuHbopMalMoHHass WH(pACTPyKTypa, BKIOYAIONIAs CHUCTEMbl OOpabOTKH U
aHanm3a WH(OPMAILINY, TEXHUYECKHE U MTPOTPaMMHBIE CPEICTBA €€ 00pabOTKH, Meperadn
U 0TOOpaXe€HUs, B TOM YHUCJIe KaHaJbl HH()OPMAITMOHHOTO OOMEHA M TEJIEKOMMYHHUKAIIUU,
CUCTEMBI M CpEICTBAa 3alMUThl HH(POpMaIU, OOBEKTHl U TOMENICHUS, B KOTOPBIX

PpacCoJIOKEHbI TCXHUYCCKHUEC CPCACTBA O6pa6OTKI/I MNCPCOHAJIbHBIX TaHHBIX.

3. HNEJHU U 3AJAYN OBECIIEYEHUSA BE3OITACHOCTH
HEPCOHAJIBHBIX TAHHBIX
3.1. MHTEpeck! 3aTparuBaeMbix CyObeKTOB HH(POPMAITMOHHBIX OTHOIIIEHUH
CyObektamMu HMHGOPMAIMOHHBIX OTHOIICHUN TMpU OO0eCleueHUn Oe30MacHOCTH
nepcoHanbHbIX AaHHBIX [[AYBO BPIL] «Onummn sSBISIIOTCS:

- 'TAYBO BPLI «Onaumin», kak COOCTBEHHUK HH(POPMAITMOHHBIX PECYPCOB;



- pykoBoacTtBO U cotpyaHuku ['AYBO BPI[ «Onumm», B COOTBETCTBHUU C
BO3JIO)KCHHBIMU Ha HUX QYHKIUIMU;
- rpaxaane, oOpamaromuecs B ['TAYBO BPI[ «Oaumm» no Bompocawm,
oTHocsumcs K komnereHnu I'”AYBO BPL «Omnummy.
[Tepeuncnennbie CyObEKTH MH()DOPMAITMOHHBIX OTHOIICHUN 3aMHTEPECOBAHBI B
o0ecreyeHuu:
—~  CBOEBPEMEHHOTO JOCTyIa K HEOOXOJAMMBIM MM MEPCOHAIBHBIM JaHHBIM (MX
JOCTYITHOCTH);
—~  JIOCTOBEPHOCTH  (MOJHOTHI, = TOYHOCTH,  aJIECKBaTHOCTH, II€JIOCTHOCTH)
MEPCOHAJIBHBIX TAHHBIX;
- KOH(QUJCHIHAIBHOCTH (COXpaHEHUsI B TaliHE) MEPCOHATBHBIX TAHHBIX;
~  3allUThl OT HaBS3bIBAHUA UM JIOKHBIX (HEIOCTOBEPHBIX, HCKAKEHHBIX )
MEePCOHABHBIX TAHHBIX;
~  pa3rpaHUuYCHHs] OTBETCTBEHHOCTH 3a HApyIIEHUs UX IMpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPaBUJI 0OpaIIeHUs C MEePCOHATBHBIMU JTAHHBIMU;
~  BO3MOXKHOCTH OCYIIECTBJICHHUS HEMPEPHIBHOTO KOHTPOJISI U yIpaBIEHUS
npoiieccamu 00padOTKU U TIepeaaun MePCOHABHBIX JJAHHBIX;
~  3alIUThI MEPCOHAJIBHBIX JAHHBIX OT HE3AKOHHOT'O PACIIPOCTPAHEHUSI.
3.2. Ilenu 3amuTeI
OCHOBHOW 1I€JIbIO, HA JOCTHUKEHHUE KOTOPOM HAaIpaBICHbl BCE TOJIOKEHUS
Hactosme IlomuTuku, sBaseTca 3ammuTa CyOBEeKTOB HMH(GOPMAIMOHHBIX OTHOIICHUN
I'AYBO BPIL «Onumin» OT BO3MOXXHOTO HAHECEHHUS UM MAaTePHAIBHOTO, (PU3HYECKOTO,
MOPAJIBHOTO WJIM WHOTO yIep0a, MOCPEACTBOM CIYyYaHOTO WJIA TPEIHAMEPEHHOTO
BO3/ICHCTBUSI HA IEPCOHAIBHBIC IAHHBIC, UX HOCUTEIH, IIPOLIECChl 0OPAOOTKHU U TIepeaayH.
VYka3zanHas 1e7b JOCTUTAeTCsS TOCPEICTBOM OOECIEUCHUS U TOCTOSHHOTO
MOACP>KaHUS CIEAYIOIIUX CBONCTB MEPCOHANBHBIX JaHHBIX:
— JOCTYNHOCTH TMEPCOHAJIBHBIX JAHHBIX JUIS  JIETAJIbHBIX  IOJIb30BATENICH
(ycroitunBoro (yHkmuonupoBanus wHpopManuoHHbX cucteM ['AYBO BPI]

«OJII/IMH», IIpH KOTOPOM IIOJB30BATCIIM HMCIOT BO3MOXHOCTL IIOJIYUYCHHA



HEOOXOUMBIX TEPCOHANBHBIX JIaHHBIX M PE3yJIbTaTOB pEHIeHUs 3aJad 3a
IpreMIIeMOe JUIsl HUX BpeMs);

— IEJIOCTHOCTH MU ayTEeHTUYHOCTH (TMOJATBEPKICHHE aBTOPCTBA) MEPCOHAIBHBIX
JaHHBIX, XPaHUMBIX 1 00pabaThiBaeMbIX B HH(OpMalMOHHBIX cucTemax [TAYBO
BPII «OnumMn» u nepegaBaeMoi Mo KaHAJIaM CBSI3H;

— KOHQUIEHIMATBHOCTU - COXpaHEHUss B TailHE ONpeeIeHHOW YacTu
MIEPCOHANILHBIX JaHHBIX, XPAaHUMBIX, 00pabaThIBAEMBIX M TEPEIaBaCMBIX IO KaHAJIaM
CBSI3H.

HeoOxonumplii ypoBeHb JOCTYMHOCTH, IIEJIOCTHOCTH M KOH(MUICHIIMATBLHOCTH
MEPCOHANIBHBIX JAHHBIX O00ECIEeYUBAETCS COOTBETCTBYIOIIMMH MHOXECTBY 3HAYMMBIX
yIpO3 METOJIAMH U CPEICTBAMH.

3.3. OCHOBHBIE 33/laud CHUCTEMbl OOecreueHHs] O€30MacHOCTU MEePCOHATBHBIX
JTAHHBIX

Jns 1OCTMKEHUS OCHOBHOM IIEJIM 3allUThl U 0OECHEYeHUs YKa3aHHBIX CBOWMCTB
MEepCOHABLHBIX JJAHHBIX cHCcTeMa olOecrnieueHus nHpopMannoHnHon 6e3zonacnoctu 'TAYBO
BPII «Omumm» nomkHa obecrieunBaTh 3HPEKTUBHOE PEIICHUE CISAYIOIINX 3a1a4:

~ CBOEBPEMEHHOE BBISIBIICHHE, OLICHKa W MPOTHO3UPOBAHHUE HCTOYHUKOB YTPO3

UH(GOPMAITMOHHONW  O€30MacHOCTH, TPUYMH ¢ YCJIOBHH, CIIOCOOCTBYIOIIMX

HAaHECEHHIO  yliepba  3aMHTEpPECOBaHHBIM  CyObEKTaM  HMH(POPMALMOHHBIX

OTHOIIICHUH, HAPYIICHUI0 HOPMAJBLHOTO (PYHKIIMOHUPOBAHUS HH(POPMAIMOHHBIX

cucteM ['”AYBO BPILI «Onumny;

~  CO3/1aHME€ MEXaHW3Ma OTNEPaTUBHOIO pearupoBaHUs Ha Yrpo3bl OE30MACHOCTH
nH(}OpMAIUU U HETaTUBHBIC TEHCHITUY;

~  CO3JaHWe YCIIOBUU 11 MUHUMH3AIMU W JIOKAJU3alMA HAHOCUMOTO YyIepoa
HEMPABOMEPHBIMH  JIEUCTBUAMHM  (PUBMYECKUX UM IOPUAUYECKUX JIMI, OcJa0bjeHue
HETaTUBHOTO BIUSHUS W JIMKBUAAIUS TIOCJIEICTBUM HApyIICHHS O€30MacHOCTU
uHpopmanuu;

~ 3alUTy OT BMENIATEeIbCTBA B TMpolecCc (PYHKIMOHUPOBAHMS HHQPOPMAIIMOHHBIX

cucteM 'AYBO BPI] «Onumm» mocTopoHHUX JHIl (IOCTyNn K WH(OOPMAITMOHHBIM



pecypcaM JI0KHBI UMETh TOJIBKO 3aPETUCTPUPOBAHHBIE B YCTAHOBJIEHHOM IOPSIKE

M0JIb30BATEIIN);

~ pa3rpaHWYEHHE [OCTyMa TIOJIb30oBaTeNel K WHGOPMAIIMOHHBIM, ammapaTHbIM,
nporpaMmHbiM U UHBIM pecypcam ['TAYBO BPLl «Onummy» (BO3MOXHOCTH OCTYIIA
TOJIBKO K TEM PECypcaM M BBINOJIHEHHS TOJIBKO TE€X OIEpAMd C HUMHU, KOTOPBIE
HEOOXOAMMBI KOHKPETHBIM ITOJIH30BATEIISIM JJISI BBITIOJTHEHHSI CBOMX CITY>KEOHBIX
00s13aHHOCTEH ), TO €CTh 3alUTY OT HECAHKIIMOHHUPOBAHHOTO JOCTYIIA;

- obecrmeueHue  ayTeHTU(UKALMKM  TOJIB30BaTEeNe,  yd4acTBYIOUIMX B
uH(OpMaIMOHHOM OOMeHe (MTOATBEPKJECHUE TMOMJIUHHOCTH OTHPABUTENS M TOJIydaTess
uHpopmanun);

~ 3allUTy OT  HECAHKIWOHHWPOBAHHOW  MOJIU(UKAIIMU  HUCIOIB3YEMBIX B
unpopmarmonnbix cucreMax 'AYBO BPIL] «Onaummy» mporpaMMHBIX CpPEICTB, a
TAKX€ 3alllUTy CUCTEMbl OT BHEAPECHUS HECAHKIIMOHUPOBAHHBIX MPOTPAMM,
BKJIFO4asi KOMITbIOTEPHBIE BUPYCHI;
~  3amuTy WHPOPMAIMM OrPAHMYEHHOTO TMOJIb30BaHUA OT YTEUKH IO

TEXHUYECKUM KaHaJlaM Ipu ee 00paboTKe, XpaHEHUH U Mepeaaye Mo KaHajlaM CBA3H.

3.4. OCHOBHBbIE ITyTH PELIECHUA 3a7a4 CUCTEMBI 3aIIUTHI

[TocTaBneHHBIE OCHOBHBIE LIEJIM 3AIUTHI U PEIIEHWE NMEPEUMCICHHBIX BBIIIE 33/1a4
NOCTUTAOTCS:

— CTPOTHUM Y4Y€TOM BCEX MOJICKAIIUX 3alUTE PECYpCOB MH(POPMAIIMOHHBIX CHUCTEM
I'AYBO BPL «Omumn» (undopmaruu, 3amad, JOKYMEHTOB, KaHAJOB CBS3H,
CEpBEPOB, AaBTOMATU3HPOBAHHBIX PAOOYUX MECT);

—  KYpHaJIMpOBAaHHUEM JIEHCTBHI MEpPCOHANIA, OCYIIECTBISIOMIET0 OOCITyKUBaHUE
1 MOAU(PUKAIIIO TIPOTPAMMHBIX M TEXHUYECKUX CPEICTB MHPOPMAIIMOHHBIX CUCTEM;

— TOJHOTOW, peadbHOW BBIMIOJIHUMOCTBIO W HEMPOTHBOPEUYUBOCTHIO TPEOOBAHMIA
OpraHu3alUOHHO-pacnopsANTENbHBIX JoKyMeHTOB ['TAYBO BPI[ «Onumm» 1o
BOIIpocaM obecriedeHust 0€30MacHOCTH HHHOPMAITIH;

—  TOATrOTOBKOM JOJDKHOCTHBIX JIMI] (COTPYAHUKOB), OTBETCTBEHHBIX 3a
OpraHU3allii0 W OCYIIECTBICHUE MPAKTHYECKUX MEPONPUSITUNA IO O0O0ECIeYeHHUIO

0€30MacHOCTH MEPCOHANBHBIX JaHHBIX U MPOLIECCOB UX 00PaOOTKH;



— HaJAENIEHWEM KaXJIO0ro COTPYIHHKA (TIOJ30BATENsl) MUHUMAIHHO HEOOXOIUMBIMHU
JUTSI BBITIOJTHEHUSI UM CBOUX (YHKIHMOHAIBHBIX OOSI3aHHOCTEH MOJHOMOYHUSMHU T10
noctyny kK nHpopmanmoHasM pecypcam TAYBO BPI «Onumm»

— YETKMM 3HaHWEM U  CTPOrMM  COOJIIOJIGHMEM BCEMH  IOJIb30BaTENISIMU
unpopmarmonnslx  cucteM ['AYBO  BPL  «Omumn» u  TpeOoBaHui
OpraHU3aAIMOHHO-PACTIOPSANTEIBHBIX JOKYMEHTOB II0 BOIIPOCaM OOeCIICUeHUS
6e30MmacHOCTH HH()OPMALINH;

— TEPCOHAIBHOM OTBETCTBEHHOCTHIO 3a CBOU JICMCTBUSI KaXKIOrO COTPYJHHKA, B
paMKax CBOMX (PYHKIMOHAJIbHBIX OOSI3aHHOCTEM  UMEIMIET0  JIOCTyHn K
uHpopmanmonnsiM pecypcam 'AYBO BPL[ «Onumny;

— HEMPEePBHIBHBIM MOJJAEpKaHuEM HEO0OXOAMMOTO YPOBHS 3AIUIIEHHOCTH AJIEMEHTOB
unpopmarmonnou cpensl 'TAYBO BPL «Onummy;

—  TOpuUMEHEHHEM (PU3MYECKUX U TEXHUYECKHX (MPOrpaMMHO-aNNapaTHbHIX )
CPEACTB 3allUThl PECYPCOB CUCTEMBI U HEMIPEPHIBHOW aIMUHUCTPATUBHOW MOJAEPKKON UX
HCIIOJIb30BaHUS;

— 3¢ }EeKTUBHBIM KOHTPOJIEM HaJ COOJIOICHUEM IOJIh30BATEIISIMUA HH(POPMAITMOHHBIX
pecypcoB I'AYBO BPIl «Omummy» TpeboBaHM MO oOecnedeHHI0 0e30macHOCTH
uHbopMaIny;

— 1opuanueckoit 3amutoi uarepecoB I'’AYBO BPII «Onummny» npu B3auMoI€MCTBUU C
BHEIIIHUMU OpraHu3aIusMH (CBSI3aHHOM ¢ OOMEHOM MEePCOHAbHBIMUA JAHHBIMHU) OT
IIPOTUBOINPABHBIX JECUCTBHM, KAaK CO CTOPOHBI 3THUX OpraHu3alMid, TaK U OT

HECAaHKIIMOHUPOBAHHBIX JEHCTBUN 00CITYKMBAIOLIETO MEPCOHAIA U TPETHUX JIMII.

4. OCHOBHBIE HPUHIMIIBI ITIOCTPOEHUSA CUCTEMbI
BE3OINTACHOCTH NEPCOHAJIBHBIX JTAHHBIX
[Toctpoenue cucrembl, oOecrieueHusi O€30MaCHOCTH TEPCOHAJIBHBIX JaHHBIX
I'AYBO BPL «Omumn», u ee (QYHKIMOHHUPOBAHHUE JOJDKHBI OCYIIECTBIATHCS B
COOTBETCTBHHM CO CIEAYIOIIMMHA OCHOBHBIMU IIPUHIUIIAMM:
— 3aKOHHOCTB;

— CHCTEMHOCTb;



— KOMILIEKCHOCTB;

— HENPEPHIBHOCTE;

— CBOEBPEMEHHOCTH;

— TMPEEeMCTBEHHOCTb U HEMIPEPHIBHOCTH COBEPIIIEHCTBOBAHMUS;

— pa3yMHas 10CTaTOYHOCTh (3KOHOMUYECKAs 11eJ1eCO00Pa3HOCTh);

— TMepcoHalbHasi OTBETCTBEHHOCT;

— MUHHUMU3AIMS TOJTHOMOYUIA;

— HCKJII0YEHUE KOH(DIUKTa HHTEPECOB,;

— B3aUMOJEHCTBHUE U COTPYAHUYECTBO;

— TUOKOCTb CHCTEMBI 3allIUTHI;

— OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIlIUTHI;

— TPOCTOTA MPUMEHEHUS CPEJICTB 3aUTHI;

— 00O0CHOBAHHOCTh U TEXHUYECKAS pEATU3yEMOCTb;

— crnenuanu3anus u npodeccuoHaIn3M;

— 00s3aTeNIbHOCTh KOHTPOJIS.

4.1. 3aKOHHOCTH

[Ipeamnonaraer OCyIIECTBICHUE 3aIIUTHBIX MEPOMPHUSITHN U Ppa3pabOTKy CHUCTEMBI
Oe3omnacHocTi nepcoHabHBIX JaHHbIX ['TAYBO BPI[ «Onumm» B COOTBETCTBUHU C
JEHUCTBYIOIUM 3aKOHOJATEIHCTBOM B OOJIACTH 3alIUThI MEPCOHAIBHBIX JIAHHBIX, a TAKKe
JIPYTUX 3aKOHOJATENBbHBIX aKTOB MO Oe3zomacHocTH uHMopmaiuu PD, ¢ mpumeHeHuem
BCEX JI03BOJICHHBIX METOJIOB OOHAPYKEHUS U MPECEUCHUS TTPaBOHAPYIICHUH TTpU paboTe C
MEPCOHANILHBIMU JaHHBIMH. [IpuHSATHIE MEphl 0€30MAaCHOCTH MEPCOHATIBHBIX JAHHBIX HE
JIOJDKHBI TIPENSTCTBOBATh JOCTYMY MPABOOXPAHUTEIBHBIX OPTaHOB B MPEIYCMOTPEHHBIX
3aKOHOAATEIBCTBOM CITy4dasiX.

Bce monb3oBatenn mHpopmarmonHsix cuctem 'AYBO BPI[ «Onumm» m0OMKHBI
MMETh MPEACTABICHHE 00 OTBETCTBEHHOCTH 3a IMpaBOHApyUIEHUS B 00JacTH 00padOTKU
MEPCOHAJIbHBIX TAHHBIX.

4.2. CUCTEMHOCTD



CucTeMHBI TIOAXOJ K TMOCTPOSHUIO CUCTeMbl 3ammThl uHpopmanuu B TAYBO
BPI[ «OnuMmm» npenmojiaraeT ydeT BCEX B3aMMOCBSI3aHHBIX, B3aUMOJIECHCTBYIOUIMX U
M3MCHSIONUXCS BO BPEMEHH DJJIEMEHTOB, YCJIOBHA W (HaKTOPOB, 3HAYMMBIX IS
NOHUMAaHUS U pelleHus poOaeMbl oOecrieueH s 0€30MaCHOCTH IEPCOHANBHBIX JAHHBIX.

[Ipu co3manmm CHCTEMBI 3aIUTHI TOJDKHBI YYUTHIBATHCS BCe clabble W HamboJsee
ys3BuUMbIe MecTa nHpopmarmoHHbix cucteM ['AYBO BPI[ «Onmumny, a Takxke xapakrep,
BO3MOXHBIE OOBEKTHI U HANpPABJICHUS aTaKk Ha HEE CO CTOPOHBI HapyuTenaeil (0coOeHHO
BBICOKOKBATH(DUITMPOBAHHBIX 3JI0YMBINIJIEHHUKOB). CHCTeMa 3aIUThl JOJKHA CTPOUTHCS
C YYETOM HE TOJIbKO BCEX M3BECTHBIX KAHAJIOB MPOHUKHOBEHUS U HECAHKIIMOHUPOBAHHOIO
JocTyna K MH(POpMAlUU, HO M C YYETOM BO3MOXKHOCTH TMOSIBJICHUS NPUHIIMITHAIBHO
HOBBIX ITyTEH peaau3aluu yrpo3 0€300acHOCTH.

4.3. KoMIuiekcHOCTh

KomrmekcHOe UCnoap30BaHUE METOAOB U CPEJICTB 3aIUTHI KOMIIBIOTEPHBIX CUCTEM
MPEIOJIaraeT COrjJacOBaHHOE MPHUMEHEHUE PA3HOPOJHBIX CPEICTB IPU IMOCTPOCHUU
[[EJIOCTHOM CHUCTEMBI 3alllUThI, MEPEKPHIBAIOIICH BCE CYIIIECTBEHHbIC (3HAUYMMBIE) KaHAJIbI
peanu3alMyd yrpo3 WU HE coJepKamed ciaabblXx MECT Ha CThIKax OTIEIbHBIX €€
KOMIIOHEHTOB. 3alluTa JOJKHA CTPOUTHCS SIIEJIOHUPOBAHO. BHEWIHAS 3amurta I0KHA
obecrnieunBaThCs (PU3UYECKUMU CPEACTBAMHU, OPTaHU3AIIMOHHBIMU U TTPAaBOBBIMU MEPAMH.

4.4. HenpepbIBHOCTD 3aIIUTHI

Oo6ecnieuenre 0€30MaCHOCTH MEPCOHANBHBIX JIAHHBIX - MPOIECC, OCYIIECTBIISIEMBIH
pykoBoactBom ['AYBO BPL  «Onumm», agmMuHucTpatropamMu  0€30MaCHOCTH
MH()OPMAIMOHHBIX CUCTEM U COTPYJIHUKAMHU BCEX YPOBHEW. ITO HE TOJHKO M HE CTOJBKO
Mpoleaypa UiIu MOJUTUKA, KOTOpasi OCYIIECTBIISIETCS B ONPEIEICHHBIA OTPE30K BPEMEHU
WA COBOKYITHOCTH CPEACTB 3aIIMThI, CKOJIBKO MPOILECC, KOTOPBIA TOKEH IMOCTOSHHO
uaTH Ha Beex ypoBHsAX BHyTpu [TAYBO BPI[ «Ommmm» n kaxasiii corpynauk TAYBO
BPIl «Onumm» [O0mKEH NpUHUMAThL ydacThE€ B ATOM Ipouecce. JlesTelIbHOCTh I10
obecrnieueHut0  MHGOPMAIMOHHONW  0€30MaCHOCTH  SBJISIETCS  COCTaBHOM  YacThIO
noBceaHeBHOM aestenbHocTd [[AYBO BPIL «Omummy. U ee 3gheKTHBHOCTH 3aBUCUT OT
yuactus pykoBoactBa ['AYBO BPI[ «Omumm» B obOecnedeHun uHOOPMAIIMOHHOM

Oe301macHoOCTH IICPCOHAJIbHBIX JaHHBIX.



Kpome Toro, OONbIIMHCTBY (DU3MUYECKHX M TEXHUYECKUX CPEACTB 3allUTHI JUIs
3¢ ()EeKTUBHOTO BBHIMOIHEHUSI CBOUX (DYHKIMI HE0OX0aMMa MOCTOSIHHAS OpraHU3allMOHHAas
(amMUHHCTpAaTHBHAS) TOAJEPKKA (CBOEBPEMEHHAss CMEHAa M OOEeCIeYeHHUE MPaBUILHOTO
XpaHEHHUs] W TPUMEHEHUS HMEH, MapoJied, NepeorpeaesieHue MOJHOMOYMM M T.II.).
[TepepriBBI B paboTe CPEACTB 3AIMUTHI MOTYT OBITh WCIIOJB30BAHBI 3JI0YMBITUICHHHKAMUA
JUISl aHAJIM3a MPUMEHSEMBIX METOJOB U CPEJICTB 3alIUTHI, JJIsl BHEAPEHUS CIEHUATBHBIX
IPOrpaMMHBIX U allapaTHbBIX "3aKiIal0K" U APYTUX CPEICTB MPEOAOJICHUS 3alUTHI.

4.5. CBOEBPEMEHHOCTD

[Ipeamonaraer ynpexmarONMi XapakTep Mep oOecnedeHuss Oe30MacHOCTH
MEPCOHANIBHBIX JaHHBIX, TO €CTh IIOCTAHOBKY 3aJlad [0 KOMIUIEKCHOW 3aIure
MEePCOHATBHBIX JIAHHBIX M peau3aluio Mep obecredeHus Oe30MacCHOCTH MEePCOHATBHBIX
JAHHBIX HAa PAaHHUX CTAJMSIX Pa3padOTKu WH(OOPMAIIMOHHBIX CUCTEM B IIEJIOM U UX CUCTEM
3allUThI, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alllUTHl AOKHA BECTUCHh MapajulesIbHO C pa3padOTKOW H
pa3BUTHEM CaMOM 3amumaeMol WHGOPMAIIMOHHONW CHUCTEMBI. JTO TMO3BOJUT Y4YeCTb
TpeboBaHUsI 0€30MaCHOCTH TPHU MPOCKTUPOBAHUU APXUTEKTYpPhl U, B KOHEUHOM CUETE,
co3naTh Oosee 3 PexTuBHBIE (KaK MO 3aTpaTaM PecypcoB, TaK U MO CTOMKOCTH) CUCTEMBI,
oOJyafaroue J0CTaTOYHBIM YPOBHEM 3AIMIIEHHOCTH.

4.6. [IpeeMCTBEHHOCTb U COBEPIIICHCTBOBAHUE

[Ipennonaraer TMOCTOSSHHOE COBEPUICHCTBOBAHWE MEp U CPEACTB  3allUTHI
MEePCOHATBHBIX JAaHHBIX HA OCHOBE MPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX U TEXHUYECKUX
pEIIeHM, KaApOBOTO COCTaBa, aHain3a (yHKIMOHUPOBAHUS HUH(GOPMAIIMOHHBIX CHUCTEM
I'AYBO BPI «Onumm» U cUCTEMBI €€ 3alllUThl C YYETOM H3MEHEHHN B METOJax u
CpeAcTBax IepexBara MWHGOpPMalMKM, HOPMATUBHBIX TpeOOBaHUW MO  3alluTe,
JOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0EKHOTO OIbITa B ATOU 00JIACTH.

4.7. Pa3yMHas 10CTaTOYHOCTh (AIKOHOMUYECKAs LIEJIECO00PA3HOCTH)

[Ipeanonaraer COOTBETCTBHE YpPOBHS 3arpaT Ha oOecreueHue O0e30MacHOCTH
MEPCOHANILHBIX JaHHBIX IIEHHOCTU MH(GOPMAIIMOHHBIX PECYPCOB U BETUYMHE BO3MOKHOTO
yiuiepba OT UX pasrjalieHusl, yTpaThl, YyTEYKH, YHUYTOXKEHUS U HCKKCHUS.

Ucnonp3yembie Mepel U CpeAcTBa oOecredeHus: O0e30MacCHOCTH HMH(POPMAIMOHHBIX



pECypCcoB HE€ JOJDKHBI 3aMETHO YXYAIIAThb SPrOHOMUYECKHE TMOKazaTeld paboTh
KOMITIOHEHTOB HMH(popMannoHHBIX cucteM ['TAYBO BPL «Onumny». W3nuiinue mepsl
0€30MacHOCTH, TOMUMO 3KOHOMUYECKOM Hed((HEKTUBHOCTH, MPUBOAAT K YTOMIICHHIO H
pa3apa)KeHHIO MepcoHaia.

Co3nath aOCOJIOTHO  HEMPEOJAONTMMYIO CHCTEMY  3aIlUThl  MPUHIUITHAIBEHO
HEBO3MOXKHO. [loka mepcoHanpHblE JaHHBIE HAXOJATCA B OOpAlllEHUH, MPUHUMAaeMble
MEpbl MOTYT TOJIbKO CHU3UTh BEPOSITHOCTh HETaTHUBHBIX BO3ACHCTBUN WM yIEepO OT HUX,
HO HE HUCKIIIOYWTh MX IMOJHOCTHIO. IIpH 1HOCTaTOYHOM KOJMYECTBE BPEMEHHU M CPEICTB
BO3MOXXKHO TpeoJIoJieTh Jo0yro 3amuTy. llosToMy wHMeeTr cMbICH paccMaTpUBaTh
HEKOTOpBIA MpUEeMJIEMbI ypOBeHb obOecrieueHus: OezomacHOCTH. BricokoaddexTuBHas
CUCTEMA 3alIUThl CTOUT JOPOTr0, UCHOJIb3YET IPU paboTe CYIIECTBEHHYIO YacTh PECYPCOB
U MOXET CO3/1aBaTh OLIYTUMBIEC JONOJHUTENbHbIE HEYJ00CTBa IMOJb30BaTENsIM. BakHO
MPaBUJIBLHO BBIOPATh TOT JOCTATOYHBIM YPOBEHB 3aIUTHI, IPU KOTOPOM 3aTpaThl, PUCK U
pa3Mep BO3MOXKHOTO yiepOa ObU Obl MPUEMIIEMBIMH.

4.8. [lepcoHanbHas OTBETCTBEHHOCTh

[Ipeanonaraer BO3J0KEHHWE OTBETCTBEHHOCTH 3a o0ecreyeHue O0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX U CHUCTEMbI UX O00paOOTKH Ha KaXKIOTO COTPYIHHKA B Mpeaenax
€ro IMOJHOMOYM. B COOTBETCTBUM C 3THUM MNPUHLUIOM pacopelieseHue mpaB u
00s3aHHOCTEN COTPYJHUKOB CTPOMUTCS TakUM o00pa3oMm, 4TOObl B ciy4ae JI000ro
HapylLIeHUs KpYT BUHOBHUKOB ObLT Y€TKO U3BECTEH UJIU CBEIEH K MUHUMYMY.

4.9. MuHuMM3aMs NOJTHOMOYHI

O3HauaeT NpPeNOCTaBICHUE TIOJb30BATEIM MHHHMMAJIBHBIX IIpaB JOCTylla B
COOTBETCTBHHM CO CIY>K€OHOM HeoOXoauMocThio. JloCTynm K MEepCOHAIBHBIM JTaHHBIM
JOJKEH MPEeNOCTaBIsAThCA TOJBKO B TOM cilydyae M OOBEME, €CIM 3TO He0OXOAMMO
COTPYJIHUKY JIJIsl BBINIOJIHEHHUS €r0 JOKHOCTHBIX 00sI3aHHOCTEH.

4.10. Uckmrouenne koHMIUKTAa HHTEPECOB (pa3zesieHue PyHKIIHI)

OddektuBHass  cucrema  oOecniedeHHs] — UHPOPMALMOHHOM  GE30MacHOCTH
IpeJoiaraeT 4YeTKoe pas/iesieHne 00s13aHHOCTEeN COTPYAHUKOB U UCKIIIOUEHUE CUTYalUH,
Korja cdepa OTBETCTBEHHOCTH COTPYAHHMKOB JOMyCKaeT KOH(MIUKT uHTepecoB. Cdepsl

IIOTCHIO M AJIBHBIX KOH(bHHKTOB AOJDKHBI BBIABJIATBCA, MHUHHUMHU3HUPOBATLCA, MU HAXOAUTCA



1O/ CTPOTMM HE3aBUCHUMBIM KOHTpPOJIEM. Peanuzanus JaHHOro MpUHUMIIA NPEANosaraer,
YTO HE OJAWH COTPYIHHUK HE JIOJHKEH UMETh ITOJITHOMOYUM, MO3BOJISIIOIINUX €EMY €IHHOJINYHO
OCYLIECTBJIATh  BBINOJHEHUWE KPUTHYHBIX onepauuid. HazaeneHne cOTpyAHHKOB
MOJIHOMOYHUSIMH, TOPOKIAIOIUMU KOH(DJIUKT HMHTEPECOB, JaeT €My BO3MOXKHOCTh
MOATACOBBIBATh MH()OPMALMIO B KOPBICTHBIX LEISIX WM C TEM, YTOOBI CKPBITh IPOOIEMBI
WIA TIOHECEHHbIE YOBITKH. [[7s1 CHIDKEHHUS pHCKa MaHUMYJIHMPOBAHUS MEPCOHAIBHBIMU
JAHHBIMA U PUCKA XWILECHUS, TAKUE MOJHOMOYMS IOJDKHBI B MaKCHUMAJIbHO BO3MOMXHOM
CTETIEHH OBbITh pa3fesieHbl MEXIY pPa3INuHbIMH COTPYIHUKAMU MM TOAPA3/ICICHUSIMU
VYnpasnenus no genam mojonexu. HeodxonuMo mpoBOIuTh NMEPUOIUUYECKUE MPOBEPKU
00s13aHHOCTEM, (DYHKIMHA U JESITEIBHOCTH COTPYAHUKOB, BBINOJHSIOIMX KIIIOUEBbIE
(GyHKIMH, C TEeM 4YTOObl OHM HE HUMEIU BO3MOXHOCTH CKpBIBaTh COBEPILICHUE
HENpaBOMEpHbIX JeicTBUi. KpoMe Toro, He00X01MMO NPUHUMATh CHEIHAIbHBIE MEPHI 10
HEJIOMMYLIEHUIO CTOBOPA MEXAY COTPYAHUKAMHU.

4.11. B3anmoaencTBUE U COTPYIHUYECTBO

[Ipeanonaraer co3nanue OnarompusitTHor armocdepsl B kouiektuBe 'TAYBO BPI]
«Omumm». B Takol 00CTaHOBKE COTPYAHMKUA JOJDKHBI OCO3HAHHO COOJIIOIATh
YCTAaHOBJICHHBIE IIPAaBHUJIAa W OKAa3bIBaTh COACUCTBUE JEATEIBHOCTH aJIMHHHCTPATOPOB
0e301macHOCTH UH(POPMAITMOHHBIX CUCTEM MEPCOHAIBHBIX TAHHBIX.

BaxxHbiM  31emMeHTOM 3(P(GEKTUBHON CUCTEMBI oOecnedeHus: Oe30macHOCTH
nepcoHanbHbIX AaHHBIX B TAYBO BPII «Onummy siBnsieTcst BhICOKask KyJIbTypa paboThl ¢
unpopmanueit. Pykosogactso 'AYBO BPI «Onummy HeceT OTBETCTBEHHOCTh 3a CTPOroe
COONIOIGHUE OSTUYECKUX HOPM U CTaHAApTOB MNPOQPECCHOHAIBHONU JeATEIbHOCTH,
MOJYEPKUBAIOLIE W JIEMOHCTPUPYIOLIEH MEepCOHANy Ha BCEX YPOBHAX BaXXHOCTH
oOecneuenus nadopmanmonHoi oezonacnoctu 'AYBO BPL «Onumn». Bee cotpyanuku
I'AYBO BPIl «Onummn» AomkHBI TOHMMATh CBOIO POJb B Ipoiecce oOecreueHus
nH(pOpMaAIMOHHOW 0€30MaCHOCTH M MPUHUMATh y4acTHE B 3TOM mpoiiecce. Hecmotpst Ha
TO, 4YTO BBICOKas KyjJbTypa oOecrnieueHus WHGOPMAIMOHHONW O€30MacHOCTU He
rapaHTUPYET aBTOMATHYECKOTO JOCTHKEHHS IieJiel, ee OTCYTCTBHE CO34aeT OoJiblie
BO3MOKHOCTEH Ji1 HapyllieHus Oe30MacHOCTH WM He OOHapykeHus (aKToB ee

HapyLICHUS.



4.12. ['HOKOCTb CHCTEMBI 3aITUTHI

Cuctema obecrnieueHuss HHGOPMAIMOHHON 0€30MacHOCTH JOJKHA OBITh CIOCOOHA
pearupoBaTh Ha M3MEHEHHs BHEIIHEW cpelbl U yciioBui ocyuiectBieHuss [[AYBO BPI]
«OnumI» cBOEl NeATEeNbHOCTH. B 4MCIIO TaKuX U3MEHEHUN BXOAT:

~  W3MEHEHHUs OpPraHU3alMOHHON U TaTHOU cTpYKTyphl ['TAYBO BPL «Omuminy;

~ U3MEHEHUE CYIIECTBYIOUIMX WJIM  BHEAPEHUE MPUHLUMUIHAIBHO  HOBBIX
MH(OPMAIIMOHHBIX CUCTEM;

~ HOBBIE TEXHUYECKHE CPEIICTBA.

CBOMCTBO THMOKOCTM cHUCTEMbl oOecriedeHus HWH(OPMAIMOHHONW O€30MacHOCTH
n30aBIISIET B TAKUX CHUTYyalUsIX OT HEOOXOJUMOCTH TPHUHATHS KapAUHAIBHBIX MEpP I10
MOJIHOM 3aMEHE CpPEACTB M METOJOB 3allUThl HA HOBBIE, YTO CHIXKAET €€ OOIIyIo
CTOUMOCTb.

4.13. OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIIUThI

CyTb IpUHIUIIA OTKPBITOCTA AJITOPUTMOB U MEXaHU3MOB 3alllUThl COCTOUT B TOM,
YTO 3allUTa HE JIOJDKHA OOECIeYMBATHCA TOJBKO 3a CUET CEKPETHOCTU CTPYKTYPHOU
OpraHu3allid U AJITOPUTMOB (PYHKUMOHUPOBAHMS €€ MOJCHCTEM. 3HAHHUE AJITOPUTMOB
paboThl CHUCTEMBI 3allUTHhl HE JOJKHO JaBaTh BO3MOXKHOCTH €€ TPEOoJoJIeHHs (Jaxe
aBTOpaM). JTO, OJIHAKO, HE O3HAYaeT, yTo MHPOpMAIUI 00 HCIOJIb3yEMbIX CUCTEMaX U
MEXaHU3Max 3allUThI T0JKHA OBITh OOIIEIOCTYHA.

4.14. IIpocTroTa NnpuMEHEHHS CPEACTB 3AIIUTHI

MexaHu3Mbl 1 METOJIbI 3aIUThI HOJAKHBI OBITh UHTYUTUBHO MOHSITHBI U MPOCTHI B
UCIIONIb30BaHUU. [IpuMeHeHne cpesicTB U METOJIOB 3alIUThI HE JTOJDKHO OBITH CBSI3aHO CO
3HAHWEM CHCIUAIBHBIX S3bIKOB WJIM C BBIIIOJIHEHHEM JICUCTBHUM, TPEOYIOIIHMX
3HAYUTETBHBIX JIOTIOJTHUTEJIHHBIX TpyJo3arpar npu O0OBIYHOU pabore
3aperUCTPUPOBAHHBIX TOJIH30BATENICH, a TaKKe HE JOJDKHO TPeOOBaTh OT MOJB30BATEIIs
BBITIOJTHEHUS PYTUHHBIX MAJIOTIOHSITHBIX €My OIepalu.

4.15. OOOCHOBAHHOCTb U TEXHUUYECKAs PEaTU3yeMOCTh

NudopmarimoHHbie TEXHOIOTHH, TEXHHYECKUE U MPOTPAMMHBIE CPEJICTBA, CPEACTBA
Y Mephl 3alIUThl MIEPCOHATBHBIX JAHHBIX JTOJHKHBI OBITh pealu30BaHbl HA COBPEMEHHOM

YPOBHC pa3sBUTHUA HAYKH U TCXHUKH, 00O0CHOBAHBI C TOYKHU S3pCHUA JOCTHIKCHUA 3a1aHHOI'O



YpOBHSI 0€30MAaCHOCTH HMH(OpPMAMM M SKOHOMHYECKOM LEeNecooOpa3HOCTH, a TaKxkKe
JOJDKHBI COOTBETCTBOBATh YCTAaHOBJIEHHBIM HOpMaM M TpeOOBaHMSIM IO OE€30MACHOCTH
MEPCOHAJIBHBIX TAHHBIX.

4.16. Crnenmanuzanus ¥ NpopecCUOHAIN3M

[Ipeanonaraer mpuBI€YEHHE K pa3pabOTKE CPEACTB M peaiu3aldy MEpP 3aLUTHI
MEPCOHANIBHBIX JAaHHBIX CHELHAIN3UPOBAHHBIX OpraHu3aliii, HanboJiee MOArOTOBIEHHBIX
K KOHKPETHOMY BHJly AESTEIHOCTH MO 00ECIEUEHUI0 0€30MacHOCTH MH(OPMALMOHHBIX
pPECYpPCOB, UMEIOLIUX OMNBIT MPAKTUYECKOM pabOThl M TOCYIApCTBEHHYIO JMIEH3UIO Ha
paBO OKa3aHWs ycIayr B ATOH oOsactu. Peanuszanus agMHUHHCTPAaTUBHBIX MeEp WU
SKCIUTyaTalusi  CpEACTB  3allUThl  JOJDKHA  OCYLIECTBIATHCA  MPO(PECCHOHAIBHO
noarotoBieHHbiMu  cnenpanuctamu  [TAYBO  BPL «Onumn»  (aaMHUHHCTpaTOpamu
0e30MacHOCTH NH()OPMALIMOHHBIX CUCTEM NIEPCOHAIBHBIX JaHHbIX ).

4.17. O0SA3aTENBHOCTh KOHTPOJIS

[Ipeanonaraer 0053aTEIbHOCTh W CBOEBPEMEHHOCTH BBIABICHHS M IPECEUCHHUS
NOMBITOK  HAapyIIEHUs  YCTAHOBJCHHBIX  IMpaBWUjl, oOecredyeHuss Oe30MacHOCTH
MEPCOHANIBHBIX JIAHHBIX, HA OCHOBE HCHOJb3YEMbIX CHCTEM U CPEACTB 3alUThI
IIEPCOHAJIBHBIX JAHHBIX, IPU COBEPLUICHCTBOBAHWW KPUTEPUEB W METOJIOB OLIEHKU
3 PEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTpoJb 32 A€SITeNbHOCTHIO JH000r0 MOIb30BaTENS, KAXI0I0 CPEACTBA 3aIIUTHI U
B OTHOLIEHHUH JIFOOOT0 0OBEKTA 3alIUThI JOKEH OCYIIECTBIATHCS Ha OCHOBE MPUMEHEHMUS
CPEICTB ONEPaTUBHOTO KOHTPOJS M PErUCTpallMM M JOJDKEH OXBaThbIBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKLIMOHUPOBAHHBIE ACHCTBUS MTOJIH30BATENEH.

Kpowme Toro, a¢dexktrBHas cuctema obecrieueHusi HHGOPMAIIMOHHON 0€30MaCHOCTH
TpeOyeT Hanuuus aJeKBaTHOW M BCEOOBEMIIIONIECH MH(OpPMALMU O TEKYIEM COCTOSHUU
MPOLIECCOB, CBSI3aHHBIX C JABI)KEHHEM HWH(GOpPMAlUM U CBEIEHUH O COOJI0JeHUH
YCTAaHOBJICHHBIX HOPMATHBHBIX TpeOOBaHUM, a TaKXKe JTOMOJHUTEIbHOW HHGOpPMALINH,
MMEIOIIEe OTHOIICHHE K MPUHATUIO pemieHuid. MHpopManusa nomkHa ObITh HAJEKHOM,
CBOEBPEMEHHOM, IOCTYIMHON U TIPABUIHLHO 0(OPMIICHHOM.

Henocrarku cucteMsl o0ecrieyeHus: HHPOpMaMOHHOM 0€30MaCHOCTH, BBISIBIIEHHBIE

cotpyauukamu '’AYBO BPI «Onummy» AOJKHBI HEMEMJIEHHO JTOBOJUTHCS O CBEICHUS



pykoBoautensa 'TAYBO BPIL[ «OnuMm» U onepatuBHO YCTpaHATHCSA. Bompockl, KOTopbie
KOKYTCSl ~ HE3HAYUTEIbHBIMHU, KOTJA  OTIEIbHBIE  IPOLIECCHl  PACCMATPUBAIOTCS
W30JIMPOBAHHO, MIPU PACCMOTPEHUH UX HAPSAY C IPYTMMHU aCleKTaMU MOTYT yKa3aThb Ha
OTpULIATENBHBIE TEHJACHILINH, TPO3SIINE MEPEPACTH B KPYIIHBIE HEIOCTATKHU, €CJIU OHU HE

OyIyT CBOEBPEMEHHO YCTPAHEHBI.

5.~ MEPBI, METOJAbI U CPEACTBA OBECIIEHEHUA TPEBYEMOI'O
YPOBHSA 3AIIUTBI UTHOPOPMALIMOHHBIX PECYPCOB

5.1. Mepbl o0ecnieueHus: ”HGOPMALMOHHON 0€3011aCHOCTH

Bce mepol obecnieuenust Oe3omacHoctd uH(popmainmoHHeix cucreM 'TAYBO BPI]
«OnmuMm» noApa3aEAI0TCS Ha:

~ IpaBOBbIE (3aKOHOJATEIIbHBIC);

~  MOPAJIBHO-3THUYECKUE;

~  TEXHOJIOTUYECKHE;

~ OpraHu3allMOHHbIE (aAMUHUCTPATUBHBIC);

~  (usnueckue;

~ TeXHUuYecKue (ammapaTypHbIe U IPOrPaMMHBIE).
5.2. 3aKOHOJATeJIbHbIE (MPABOBBIE) MEPHI 3AIUTHI

K npaBoBBIM MepaM 3alIUMThl OTHOCSTCS JEHUCTBYIOLIME B CTPAHE 3aKOHBI, YKa3bl U
HOPMAaTUBHBIE aKThl, pErJIaMEHTHPYIOUIME IMpaBuiIa OOpalleHus ¢ MNepCOHAIbHBIMU
JAaHHBIMM, 3aKpEIUISIOIIME TMpaBa M OO0A3aHHOCTH YYaCTHUKOB HMH(POPMALMOHHBIX
OTHOILIIEHUN B Tpolecce UX oOpabOTKM M HMCHOJIb30BaHUS, a TAKXKE YCTaHABJIMBAIOIIME
OTBETCTBEHHOCTb 34 HApyLIEHHWs OJTUX IpaBwi. IIpaBoBble Mepbl 3alUTBI HOCAT B
OCHOBHOM  YIIPEXAAIOMINN, NpOoQUIaKTHUECKUI XapakTep W TpeOYyIOT MOCTOSHHON
pPa3bsCHUTENBHOM paboThl C TOJB30BAaTEIsIMU M OOCTYXHUBAIOLIMM  EPCOHAIOM
uHpopmanmonnsix cucteM 'AYBO BPL] «Onummy.
5.3. MopajbHO-3THYECKUE MEPBI 3ALLUTHI

K MoOpanbHO-3TMUECKMM Me€paM OTHOCATCS HOPMBI IIOBEACHUS, KOTOpBIE
TPAOULIMOHHO  CJOXKWINCh WM  CKIAJbIBAIOTCA IO MEpe  PacnpOCTPAHEHUS

MH()OPMAITMOHHBIX TEXHOJIOTUH B OOIIECTBE. DTH HOPMBI OOJBIIIEH YaCThIO HE SIBISIOTCS



00s3aTeIbHBIMU, KaK 3aKOHOJATENbHO YTBEPKJIECHHbIE HOPMATHUBHBIE AKThl, OJHAKO, MX
HECcOOJII0/IEHNE MOXKET MPUBECTU K MAJCHUIO aBTOPUTETA, MPECTHKA YEJIOBEKA, TPYIIIbI
muy win TAYBO BPL «Onummn» B nenoM. MopanbHO-3THUYECKHE HOPMBI OBIBAIOT Kak
HEMuCcaHble, TaK U MUCAHbIE, TO €CTh 0(OPMIICHHBIE B HEKOTOPHIHA CBOJ (yCTaB) MpaBUI
WIH TIpeanucanuii. MopajabHO-3THUECKHE MEpPBI 3alUTHI SIBISAIOTCS MPOPHIAKTUYECKUMU
U TpeOyIOT MOCTOSHHOM pPabOTHI MO CO3AAHUIO 3J0POBOTO MOPAIBHOTO KJIMMara B
KOJJIEKTHBE.
5.4. TexXHOJOTHMYECKHE MEPHI 3aLIUThI

K nmaHHOMY BUIy MeEp 3aIlMThl OTHOCATCS Pa3HOTO poja TEXHOJIOTMYECKUE PEIICHMS
U TPUEMbI, OCHOBAHHBIE HA WCIIOJIb30BAHUU HEKOTOPBIX BHUAOB H30BITOYHOCTH
(cTpykTypHOW, (DYHKIMOHAIBbHOM, HWH(POPMAIIMOHHOW, BpPEMEHHOM H© T.OL.) H©
HaIpaBJICHHbIE HAa YMEHBILIEHUE BO3MOYKHOCTU COBEPIICHHUS COTPYJHUKAMU OHIMOOK U
HapyILIEHUH B paMKaxX MPEeI0CTaBIECHHbBIX UM IIPaB U MOJHOMOYHUH.
5.5. OpranuzanoHHbie (aIMUHUCTPATUBHbBIC) MEPHI 3aIUTHI

OpranuzaimoHHble  (aAMUHHCTPATHUBHBIE) MEpbl  3alllUTBl - 3TO  MEpHI
OpPraHU3allMOHHOTO XapaKTepa, perjiaMeHTUPYIoIIUe IMpolecchl (YHKIMOHUPOBAHUS
CUCTEMbI 00pabOTKU MEPCOHATBHBIX JaHHbBIX, UCIIOIb30BAaHUE €€ PECYPCOB, AESATEIBHOCTD
00CITy’KMBAIOLIEr0 IEpCOHANa, a TakKe MOPSAOK B3aUMOJACHCTBUS MOJIb30BaTENEH C
CUCTEMOI TakuM 00pa3oM, 4TOObl B HAMOOJbIIEH CTENEHU 3aTPYJHUTh WM HCKIOYUTH
BO3MOXKHOCTh pealin3aliii yrpo3 0€30MacHOCTH WM CHU3UThH pa3Mep MOTeph B Clyyae ux
peanu3anuu.

5.6. @OpMUPOBAHNE OJUTUKU O€30M1aCHOCTU

['maBHass 1enb aJIMUHUCTPATUBHBIX MeEp, MPEANPUHUMAEMBIX Ha BBICHIEM
YIIpaBJICHYECKOM ypOBHE - CcGOpPMUPOBATH TMOJUTHUKY B objactu obecredueHus
0€30MMacHOCTH MEPCOHATBHBIX JaHHBIX (OTPaXKAIOILYI0 MOJXO/bI K 3aIIUTE MEPCOHATBHBIX
JAHHBIX) U 00ECIEUUTh €€ BBIMOJHEHUE, BbIACIISASI HEOOXOIUMBIE PECYPChI U KOHTPOJIUPYS
COCTOSIHUE JIE.

C mpakTUYEeCKON TOYKHU 3pEHHs TOJIMTUKY B 00iacTu obecrieueHus 06e30macHOCTU
nepcoHanbHbIX JaHHbIX B TAYBO BPI[ «Omummn» nenecooOpa3Ho pa30oUTh Ha JBa

ypoBHs. K BEpXHEMY YpPOBHIO OTHOCSTCS PEIIEHUS PYKOBOACTBA, 3aTPAarvBarOIIUe



nearenbHocTh TAYBO BPII «Onumn» B uenoM. IlonuThka BEpXHEro ypoBHS JOJHKHA
YETKO OYEPTUTH CPepy BIUSHUA U OIPAHUUYCHUS NIPU OIpPEACIICHUU 1ieJiel 0e30MacHOCTH
MEPCOHATBHBIX JaHHBIX, ONPEACIUTh KaKUMU pecypcamMu (MaTepualibHbIe, CTPYKTYPHEIE,
OpraHU3allMOHHbIE) OHU OYIyT NOCTUTHYTBHI, U HAWTHU PAa3yMHBIA KOMIIPOMHUCC MEXKIY
MIPUEMIIEMBIM YPOBHEM 0€30MMacHOCTH U (DyHKIIMOHATHHOCTHIO.

[TonuTKa HUXKHErO YpOBHS, OMNpENeNseT MpOIEeAyphl, W TMpaBuia JTOCTUKECHUS
nenel u pemieHus 3agad  O0€30MACHOCTHM TMEPCOHANBHBIX JAHHBIX U JETAIU3UPYET
(pernameHTHpYET) 3TU MTpaBUJa:

—  KakKOBBI POJU U O0SI3aHHOCTU JOJKHOCTHBIX JIMI, OTBEUAIOIIUE 3a MPOBEJICHUE
MOJIUTUKU O€30MaCHOCTU MEPCOHANIBHBIX JIAHHBIX;

— KTO HMMEET IpaBa J0OCTyla K IEPCOHAIbHBIM JAHHBIM, KTO M MPHU KaKHUX
YCJIOBUAX MOXET YUTaTh U MOAUDUIIMIPOBATH IEPCOHATBHBIE JaHHBIEC U T.1I.

[TonuTrKa HUKHETO YPOBHS JOJDKHA:

—  TIpexycMaTpuBaTh pPErjiaMeHT MH(QOPMAIMOHHBIX OTHOIIECHUMN, WCKITFOYAIOIINX
BO3MOXHOCTh TPOU3BOJIBHBIX, MOHOIOJIBHBIX WJIM HECAHKIIMOHUPOBAHHBIX JCHCTBUU B
OTHOIIEHUU UH(OPMAIIMOHHBIX PECYPCOB;

—  ONpeAensaTh KOAJIUIUOHHBIE M HWEPAPXMUYECKWE NPUHUUIBI W  METOJbI
pa3/ieNieHHs CEKPETOB U Pa3rpPaHUUCHUS JOCTYIA K IEPCOHATBHBIM JaHHBIM;

—  BbIOMpaTh IIPOTPAMMHO-TEXHUYECKNE (anmapatHsbIe) CpencTBa
npotuBoaericteust HCJl, ayrentudukanuu, aBTOpU3allud, WUIACHTU(GUKAIMU U APYTHX
3allIUTHBIX ~ MEXaHU3MOB, OOCCIEUYMBAIONIUMX TapaHTUM  peaju3alud TpaB U
OTBETCTBEHHOCTH CYOBEKTOB HH()OPMAITMOHHBIX OTHOIICHHM.

5.7. PernmameHranus 10CTymna B MOMEIICHUS

Komnonentsl wuHpopmanuonubix cuctreM ['AYBO BPI[ «OnuMm» 10KHBI
pa3Memarbcsi B TMOMEMICHHUSAX, HAXOAIIUXCS 107 OXPaHOW WM HaOJIOJICHHUEM,
WCKJTIOYAIOIIMM  BO3MOKHOCTh  OE€CKOHTPOJILHOTO TPOHUKHOBEHUS B  IMOMEIICHUS
MOCTOPOHHUX JIMII W OO0ECreYnBAIOMUM (U3HUYECKYI0 COXPAHHOCTh HaXOJSIIUXCS B
MOMEIICHUH 3allUINaeMbIX pecypcoB (mokymentoB, APM wu Tt.m.). YOopka Takux

HOMGH_[CHI/If/'I AO0JDKHA IMPOU3BOAUTHLCA B IPUCYTCTBUHM OTBCTCTBCHHOI'O COTPYAHHKA, 3a



KOTOPBIM 3aKpEIUIEHbl JlaHHbIE KOMIIOHEHTBI, C COOJIIOJIGHUEM Mep, HCKIIOYAOLIUX
JOCTYT MOCTOPOHHUX JIUII K 3alIUIIAaEMbIM HH()OPMALIMOHHBIM peECypCaM.

Bo Bpemsi 00pabOTKM TEpPCOHAJIBHBIX JAHHBIX B TaKUX MOMEUICHHUSIX OJIKEH
IPUCYTCTBOBATH TOJIBKO MEPCOHAN, TOMYUIEHHBIN K padoTe C MEPCOHAIbHBIMU JAHHBIMHU.
3anpemiaercsd IpuUeM IOCETUTENeH B MOMELIEHMSIX, KOrJa OCYIIECTBIsAeTCsT 00paboTka
MEPCOHAIIBHBIX TAHHBIX.

ITo okoHuaHUM paboyero HA, MOMEIIEHUS, B KOTOPBIX Pa3MELIatOTCs] KOMIIOHEHTHI
uHpopmanmoHHbIx cucteM ['TAYBO BPL] «Onumny, 10MKHBI 3a1TUPAThCS HA KITHOY.

B ciiydae ocHaleHusl IOMEMEHUI CPEACTBAMU OXPAHHOM CUTHAJIW3ALMM, a TAKXKE
aBTOMAaTU3UPOBAHHOM CHCTEMOM IpUEMa M PETUCTPALMU CHTHAJIOB OT ATHUX CPEJICTB,
MpUEM-C/Iaua TaKUX MOMENIEHUH 01 OXpaHy OCYLIECTBISETCS HA OCHOBAaHUM CIEUATBHO
pa3pabaTbIBa€MON HHCTPYKLIUH.

5.8. PermaMeHTanus J0mycka COTPYAHUKOB K HCIIOJIb30BAaHUIO MH(DOPMAIMOHHBIX
pecypcoB

B pamkax paspemmuTenbHON cucTeMbl (MAaTpUIlbl) TOCTyIAa YCTaHABIMBAETCA: KTO,
KOMY, KaKyl MHQOpMaLHMIO U Uil KaKOTO BHJA JOCTyNa MOXET MPEJOCTaBUTh U MpHU
KAKUX YCIIOBUSX.

Jonyck nons3oBarenei k padore ¢ nHpopmanronueiMu cuctemamu 'AYBO BPL]
«OmuMI» U JOCTYII K €€ pecypcaM JOJDKEH OBbIThb CTPOro periaMeHTHpoBaH. JIroOble
W3MEHEHUS COCTaBa M MOJHOMOYMM I0JIb30BATENIEH MOJACUCTEM JOJKHBI IPOU3BOIUTHCS
YCTAaHOBJICHHBIM MTOPSIIKOM.

YpOoBEHp MNOJHOMOYMH Ka)XJOrO IOJIB30BATENS OINpPENENIeTCd WHIAUBUIYAIBHO,
co0uro1as cienyromue TpeOoBaHusL:

— KaXAbld COTPYAHUK NOJIB3YEeTCS TOJBKO NPEANHCAHHBIMUA €My IMpaBaMHu IO
OTHOIIECHHIO K TEPCOHAIBHBIM JaHHBIM, C KOTOPbIMH €My HeoOxoauma paldoTa B
COOTBETCTBUM C JOJDKHOCTHBIMU OOs3aHHOCTSIMHU. Pacumupenue mnpaB Joctyna Hu
MpEAOCTaBICHUE JOCTyNna K JOMNOJHUTENbHBIM HMH(MOPMALMOHHBIX pecypcaMm, B
00s13aTeTbHOM TOPSAKE, JOHKHO COTJIACOBBIBATHCSA C aJIMUHUCTPATOPOM OE€30MacHOCTH

I/IH(l)OpMaI_II/IOHHBIX CHUCTCM IMEPCOHAJIBHBIX JaHHBIX



— HavyanbHuk [AYBO BPL] «Onumn» uMeer mpaBa Ha MPOCMOTpP HH(opmanmu
CBOUX IMOAYUHEHHBIX TOJBKO B YCTAHOBJICHHBIX IpEAENax B COOTBETCTBUHU CO
CBOMMH JOJKHOCTHBIMU OOSI3aHHOCTSIMHU.

Bce cotpynnuku TAYBO BPL] «Onumn» u o0cay>KuBaromuii mepcoHal, A0KHBI
HECTU [EPCOHAJIBHYIO OTBETCTBEHHOCTh 3a HApPYUIEHUS YCTAHOBIICHHOTO TOpAJIKA
00paOOTKM TEPCOHANbHBIX JAaHHBIX, MPaBWJI XpaHEHHs, HCIOJb30BAaHUS W TMeperadyu
HaXOISIIMXCS B HUX pPACIOPSIKEHHHM 3alllMIIAEMBIX PECYPCOB CUCTEeMbL. Kablil
COTpYAHMK (TIpU MpUeMe Ha paboTy) TOJKEH MOAMUCHIBATH 0053aTEIbCTBO O COOIOJICHUU
U OTBETCTBEHHOCTHM 3a HAapyUIEHUE YCTAHOBIICHHBIX TpPEOOBAaHUN 110 COXPAHEHUIO
nepcoHanbHbIX AaHHBIX [[AYBO BPIL] «Onumm».

OOpaboTka NEepCOHAIbHBIX AAHHBIX B KOMIIOHEHTaX HWH(OPMAIIMOHHBIX CHCTEM
I'AYBO BPI «Onummn» AO0MXKHA MPOU3BOAUTHCA B COOTBETCTBHUHM C YTBEPHKIACHHBIMU
TEXHOJIOTMYECKUMHU HHCTPYKLUAMH.

5.9. PersizameHTanusi  npoueccoB  OOCJHY:KHBAHUA M OCYLIECTBJICHUS
MOAU(DHUKANMH ANMNAPATHBIX U POrPAMMHBIX PECyPCOB

B uensx noazepxkaHus pexumMa HHPOPMALMOHHON O€30MacCHOCTH amnmnapaTHO-
MporpaMMHasi KOH(Urypamus aBTOMaTU3MPOBaHHBIX pabounx MecT coTpyaHukoB TAYBO
BPL «Omummy», ¢ KOTOPBIX BO3MOXEH JOCTYI K pecypcaM HH(POPMAIMOHHBIX CHUCTEM,
NOJDKHA  COOTBETCTBOBATH  KPYTy  BO3JIOKEHHBIX HAa  JAHHBIX  IOJIb30BaTENEH
(YHKIIMOHATBHBIX 00SI3aHHOCTEH.

B xomnoHeHTax MHQOPMAIIMOHHBIX CUCTEM M HAa pabOYUX MECTax IMOoJIb30BaTesei
JOJKHBI YCTAHABIMBATHCS U UCIIOJIB30BATHCS JTMIEH3UOHHBIE IPOrPAMMHBIE CPEACTBA.

5.10. O0ecedyeHne M KOHTPOJb (PU3MYECKON LEJOCTHOCTH (HEM3MEHHOCTH
KOH(pUrypauumn) annapaTHbIX pecypcos

O6opynoBanue WHGOPMAIIMOHHBIX CHUCTEM, HCIOJIb3yeMOE i JOCTyla H
XpaHEHUs MEePCOHAJBHBIX JAaHHBIX, K KOTOPOMY JIOCTYI OOCIY>KHMBAIOILIEro MepcoHala B
Mpoliecce IKCIUTyaTaluu He TpeOyeTcs, Mocie HaIal0YHbIX, PEMOHTHBIX M MHBIX padoT,

CBA3AHHBIX C JOCTYIIOM K €T'0 KOMIIOHCHTAaM, JJOJIDKHO 3aKPbIBATHCA.



5.11. [log0op 1 MOArOTOBKA MEPCOHAJIA, 00yUeHHe MoJIb30BaTe el

[Tonb3oBatenu wuHpopmanuonnbix cucteMm ['AYBO BPIl «Onumm», a Takke
PYKOBOISIINNA W OOCTY>KHUBAIOIINI TEPCOHAN JOJDKHBI OBITh O3HAKOMJICHBI CO CBOUM
YPOBHEM MOJHOMOYMI, a TAaKK€ OPraHU3alMOHHO-PACHOPSAUTENBHON, HOPMATUBHOW,
TEXHUYECKOM M SKCIUIyaTallMOHHOW JOKYMEHTAIMeil, Onpenessomeid TpeOOBaHUS U
MopsIIOK 00paboTKK nepcoHanbHbIX JaHHBIX B TAYBO BPI[ «Omummy.

ObecnieueHre 0€30MACHOCTU MEPCOHAIBHBIX JAHHBIX BO3MOXKHO TOJIBKO TOCIIE
BBIPAOOTKH Y MOJIB30BATEIICH ONPEICTICHHON KyJIbTYPhI padOTHI, T.€. HOPM, 00513aTE€ITHLHBIX
JUTSI MCTIOJTHEHHSI BCEMH, KTO pabotaeT ¢ undopmanuonusiMu pecypcamu ['AYBO BPI]
«Omumm». K TakuM HOpMaM MOXKHO OTHECTH 3ampelieHue JIOObIX yMBIIUICHHBIX WU
HEYMBIIIUICHHBIX JCUCTBUM, KOTOpPbIC HAPYIIAIOT HOPMaIbHYI0 pabOTy KOMIIOHEHTOB
undopmarmonnsix cucreM ['AYBO BPI[ «Onumm», BbI3BIBAIOT JOMOJHUTEIHHBIC
3aTpaThl PECYpPCOB, HAPYIIAIOT LETIOCTHOCTh XpaHUMOM 1 00pabaTbiBaeMoil nH(popMaInuy,
HapymIaloT UHTEPECHl 3aKOHHBIX MOJIb30BaTENEH, BIIaJEbIIEB WM COOCTBEHHUKOB.

Bce monb3oBatenu mHpopmanmonHsix cuctem TAYBO BPI[ «Onumm» m0MKHBI
OBITh O3HAKOMJICHBI C OPraHU3aIlMOHHO - PACIOPAIUTEIbHBIMU JOKYMEHTAMH IIO
obecrieueHuto Oe3omacHOCTH nepcoHanbHbIX HaHHBIX [TAYBO BPL] «Omumny, B yacTu,
MX KacCaroUIEHCs, NOJKHBI 3HATh U HEYKOCHHUTEIBHO BBINOJHATh MHCTPYKUHUH W 3HATh
oO1ue 00s13aHHOCTH IO 00ecIIeYeHU 0 0€30MaCHOCTH MEPCOHANIBHBIX TaHHbIX. JloBeneHue
TpeOOBaHMM yKa3aHHBIX JOKYMEHTOB JO JIHII, JOIMYIIEHHBIX K 00pa0OTKEe 3allMIINaeMbIX
MEPCOHANBHBIX JAHHBIX, JOJDKHO OCYILIECTBISATHCS MO POCIIUCH.

5.12. OTBEeTCTBEHHOCTh 32 HAPYUICHUS YCTAHOBJICHHOTO MNOPSIAKA I0Jb30BAHUA
pecypcamu uHpopMmaunoHHbIX cucteM 'TAYBO BPI «Ouumn»

Mepa OTBETCTBEHHOCTHM MEpPCOHANa 3a JECHCTBUS, COBEPUICHHBIE B HapyIICHUE
YCTAaHOBJICHHBIX TPaBWII oOecredueHusi 0e30MmacHoi pabOThl ¢ MEPCOHAIBHBIMU JaHHBIMH,
JIOJDKHA OTPENENISIThCS HAaHECEHHBIM YIEpOOM, HAJIMYKMEM 3JIOT0 YMBICIA U JIPYTHUMHU
(haxTopamu o yemotpenuto pykoojactBa 'AYBO BPII «Onummy.

Jns peanuzanyu NpUHLMIA NEPCOHAJIBHOW OTBETCTBEHHOCTH IOJIB30BATENICH 3a

CBOM JIEUCTBUSI HEOOXOIUMBIL:



~  UHAMBUAyaJIbHas UJEHTU(DUKAIUS TMOJIb30BaTENe M MHULMUPOBAHHBIX MU
IpOLIECCOB, T.€. yCTaHOBJIeHHWE 3a HUMU uaeHTH(uKaTtopa (login, Username), Ha 0a3e
KOTOPOTO OYJET OCYIIECTBIATHCS pa3rpaHUYCHUE JOCTyIa B COOTBETCTBUU C TIPUHITHIIOM
000CHOBaHHOCTH JIOCTYTIA;

~  TpoBepKa TMOJJUHHOCTU TOJb30BaTeNel (ayTeHTH(HUKAIUS) Ha OCHOBE
MapoJeu;

~  peakuus Ha TONBITKM HECAaHKIMOHUPOBAHHOTO JOCTyMa (CUTHAIU3aLUs,
OJIOKMPOBKA U T.1.).

5.13. CpencrBa o0ecriedyeHUus1 0€30MACHOCTH MEPCOHAIbHBIX JTAHHBIX

Jnst obecnieuenuss uHbopmarmonHon Oe3omacHoct ['TAYBO BPI[ «Onumm»y
HCIIOJIb3YIOTCS CIEAYIOIINE CPEACTBA 3aLUTHI:

~  (pusmyeckue cpeacTna;

~  TEXHUYECKHE CPEJICTBA;

~ CpeAcTBa UACHTU(PUKAIIUU U ayTEHTU(DUKAIINY TOJIb30BaTENECH;

~ CpeICTBA pa3rpaHUYCHHUs] IOCTYIIA;

~ cpencTBa 00ecrnedeHust U KOHTPOJIS LIETOCTHOCTH;

~ CpEeICTBA OMIEPATUBHOTO KOHTPOJISI M PETUCTPALIMUA COOBITUN O€30MaCHOCTH.

CpencTa 3amuThl JODKHBI TPUMEHITHCS KO BCEM pecypcaM HH(GOPMAIMOHHBIX
cucteM '”AYBO BPI[ «Onumm», He3aBUCMMO OT UX BHJA U (POpPMBI NpeaCTaBICHUS
uH(pOpMaIuU B HUX.
5.14. Du3nYecKHne CPpeACTBA 3AINTHI

duznyeckre Mephl 3alUThl OCHOBaHbI HA TMPUMEHEHHWHU PA3HOTO poja
MEXaHUYECKUX, DJIEKTPOHHBIX UITU AJIEKTPOHHO-MEXaHUYECKUX YCTPOMCTB U COOPYKCHHUI,
CHEIMaIbHO MPETHA3HAYEHHBIX IS CO3AaHMUsA (M3MYECKUX MPEMITCTBHN Ha BO3MOYKHBIX
MyTSX TPOHUKHOBEHHS W JIOCTYMA TMOTEHIUAIBHBIX HApPYIIUTENIeH K KOMIIOHEHTaM
CHUCTEMBbl W 3allWIIAacMbIM IEPCOHAIBHBIM JAHHBIM, a TaK)Ke TEXHUYECKHX CPEICTB
BHU3YyaJIbHOTO HAOIIOACHUS, CBSA3H U OXPAHHON CUTHAIIM3AIUH.

Jlnst obecniedeHust (Gu3HUECKO 0O€30MacHOCTH KOMIIOHEHTOB HWH(OPMAIMOHHBIX

cucteM ['AYBO BPI[ «Onumm» HE0OXOAUMO OCYHIECTBISATH Psii OPraHU3alMOHHBIX U



TEXHUYECKUX MEPOIPUSATUHN, BKIIOUAIOIINX: POBEPKY 000pyA0BaHUS, IPEIHA3HAYEHHOTO
1St 00paOOTKU MEPCOHANIBHBIX JIAHHBIX, HA!

- HaJIWYHE CIENUAIHLHO BHEAPCHHBIX 3aKJIaHBIX YCTPOMCTB;

~  BBEJICHHUE JIONMOJIHUTEIBHBIX OrPAHUYEHUN 1O JOCTYIy B TOMEIICHUS,
MpeIHa3HAYCHHBIC JIJIs1 XpaHEHUs U 00paOOTKHU TIEPCOHATBHBIX JaHHBIX;

- obopynoBanue cucteM WH(GOpPMATH3AUUA YCTPOMCTBAMHU 3aIlUThl OT cOOEB
AJIEKTPOINUTAHUS U TTIOMEX B JIMHUSIX CBA3U.
5.15. TexHHYecKHe CPeACTBA 3AIUTHI

Texnuueckue (ammapaTHO-TIPOTPaMMHBIE)  MEpbl  3alllUThl  OCHOBaHbI  Ha
WCIIOJIb30BAaHUU PA3JIMYHBIX DJEKTPOHHBIX YCTPOMCTB M CHEHHAIBHBIX MPOTpaMM U
BBITIOJTHSIONINX (CaMOCTOSITEIBHO WM B KOMIUICKCE C APYTHMMH CPEICTBaMH) (yHKITAN
3aIUThl (MACHTUPUKALMIO U ayTeHTU(DUKAIIMIO TIOJb30BaTeNiel, pa3rpaHuueHUue JOCTYIIa
K pecypcaM, perucTpaiuio cCoObITui, Kpunrorpahuueckoe 3aKpbiTie HHPOpMAIUHU U T.1.).

C yuerom Bcex TpeOOBaHM W TPUHLUIIOB oOecrieyeHuss Oe30MacHOCTU
MEPCOHAJIBHBIX JIAaHHBIX 10 BCEM HANpPAaBJICHUSIM 3alUThI B COCTaB CUCTEMBI 3aIUTHI
JOJHKHBI OBITH BKIIFOUEHBI CJICAYIOIINE CPEICTBA!

— CpE/ACTBa pa3rpaHUYCHHs] JOCTyIA K TaHHBIM;

— CpEACTBa PETUCTpAllMU JOCTyNa K KOMIOHEHTaM HMH(POPMAIMOHHBIX CHUCTEM U
KOHTPOJISI 32 MCTIOJIb30BaHHEM WH(OPMAIINH;

— CpeICcTBa  pearupoBaHMs HA  HApYUIEHUS  pexuma  HHOOPMAIMOHHOU
0€30IMMacHOCTH.

Ha TexHuueckue cpencTBa 3alllUThl BO3JIAraeTCsl PEUICHUE CIEIYIOIINX OCHOBHBIX
3ajay:

— wuaeHTHPUKAIWUS W ayTCHTH(PHUKALNS IT0Jh30BATEICH MPHU MOMOIIM HUMEH WA
crenuaibHBIX anmnapatabix cpencts (Advantor, Touch Memory, Smart Card u T.11.);

— periaMeHTalys W YIpaBleHHWE TOCTYIOM IIOJh30BaTeNie B TOMEIICHUS, K
(M3UYECKUM U JIOTHYECKUM yCTPOICTBAM;

— 3ammTa OT MPOHWUKHOBEHUS KOMIBIOTEPHBIX BHPYCOB M Pa3pyIIMTEIBHOTO

BO3JICMCTBHS BPEAOHOCHBIX IIPOTPaMM;



— PpErucTpanusi BCeX ACUCTBUI MOJIb30BATENS B 3AIUIICHHOM XypHaye, HAIN4KUe
HECKOJIBKMX YPOBHEW pEerucTpanuy;

— 3alUTa JAHHBIX CHCTEMBbI 3allUThl Ha (GalIoBOM cepBepe OT JIOCTyIa
MOJIb30BaTENe, B YbM JIOJDKHOCTHBIE OOS3aHHOCTH HE BXOAMWT paboTa ¢ MH(GOpMAIUH,
HaXOJSIIECICS Ha HEM.

5.16. CpencrBa uaeHTUGUKANNY U AyTeHTUPUKAIIUM N0JIb30BaTE el

B mensx mpenoTBpamieHuss paboThl ¢ pecypcamMud HH(GOPMALMOHHBIX CHCTEM
I'AYBO BPIl «Omaumm» TOCTOPOHHHMX JIMI[ HEOOXOJUMO OOECHEYUTh BO3MOXHOCTH
pacno3HaBaHMs KaXKIOTrO JErajlbHOTO TOJb30BareNd (WM Tpymil moJib3oBaTeneit). s
UIEHTU(DUKAIIMM MOTYT TMPUMEHSATHCS PAa3IMYHOTO pOJia YCTPOWMCTBA: MAarHUTHbBIC
KapTOYKH, KIIOUYH, KIIFOUEBbIE BCTABKH, TUCKETHI U T.1I.

AytenTudukanus (MOATBEPKICHUE MOMJIMHHOCTH) IOJb30BATEIECH TAKKE MOMKET
OCYLIECTBIIATHCA:

— MyTeM TMpPOBEPKU HAIMYUA Y TMOJb30BaTeNel KakKux-1u00 CrenuaibHbIX
YCTPOUCTB (MarHUTHBIX KapTOYEK, KIIFOUEH, KITIOUEBBIX BCTABOK U T.1.);

— TyTeM MPOBEPKU 3HAHUSI MU TIAPOJICH;

— TyTEeM MPOBEPKH YHUKAIBHBIX (PU3NUECKUX XapaKTePUCTUK W IMapaMeTpoB
caMUX MOJIb30BaTENEH PU MOMOIIM CIIEIIHMAIBHBIX OMOMETPUUECKUX YCTPOMCTB.

5.17. CpeacrBa pa3rpaHMYeHHs 10CTya

30HBI OTBETCTBEHHOCTH M 33/laud KOHKPETHBIX TEXHUYECKHX CPEICTB 3allUThI
YCTaHABIMBAIOTCS UCXOJS M3 MX BO3MOXKHOCTEH M SKCIUTyaTalMOHHBIX XAPAKTEPUCTUK,
ONMCAHHBIX B JOKYMEHTAIIMHU Ha TaHHBIE CPEJICTBA.

TexHruecKue CpeicTBa pa3rpaHUUYEHUs JOCTYIA JOJKHBI 10 BO3MOMXHOCTH OBIThH
COCTaBHOM YaCThIO €IMHOM CUCTEMbI KOHTPOJISA IOCTYIIA:

~ Ha KOHTPOJIMPYEMYIO TEPPUTOPHIO;

~ B OT/JCJIbHBIC TOMEIICHUS;

- K kKoMmrioHeHTaM uHpopmarmonsoii cpeasl 'AYBO BPI «Onumm» u anemerTam

CUCTEMBI 3aIUTHI IEPCOHATBHBIX JAHHBIX ((DU3UYECKUI JOCTYM);
- K HHPOPMALIMOHHBIM pecypcaM (IOKyMEHTaM, HOCHUTENsIM HHGOpMAIHH,

daiinam, HabOpaMm JaHHBIX, apXUBaM, CIIPaBKaM H T.11.);



~ K aKTUBHBIM pecypcaM (IPUKJIAJAHBIM ITporpaMMam, 3ajadam M T.11.);

~ K ONEpalMoOHHON cHCTeMe, CHCTEMHBIM ITporpaMMaM U IporpaMmam 3aliUThl.
5.18. Cpencra o0ecneyeHusI U KOHTPOJIA HEJOCTHOCTH

CpenctBa oOecrieueHuss 1EJIOCTHOCTH BKIIOYAIOT B CBOM COCTaB CpelCTBa
PE3ePBHOTO  KONMUPOBAHWS, TMPOTpaMMbl  AHTUBHPYCHOW  3alIUTHI, POTPAMMBI
BOCCTaHOBJICHUS IIEJIOCTHOCTH OIEPAIMOHHON cpebl U 0a3 JaHHBIX.

CpeactBa KOHTPOJSL LEIOCTHOCTH WH(DOPMAIMOHHBIX PECYPCOB  CUCTEMBI

MpeHA3HAYCHBI 1T CBOCBPEMEHHOTO OOHApYXEHUS MOIU(DHUKAIMNA WIA WCKAKEHUS
pecypcoB cucteMbl. OHU TO3BOJISIOT O0ECIEUUTh MPABMIBHOCTH (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIIUTHI U IIEJIOCTHOCTh XPaHUMOM U 00pabaTbiBaeMoi HHMOpMAITUH.
Kontpons mnenoctHoctd uHOpMalMM W CPEACTB 3alUTHI, C IEJIbI0 OOECIICUCHUS
HEU3MEHHOCTH UH(POPMALIMOHHOM CPE/Ibl, OMPeeIeMON MPeayCMOTPEHHON TEXHOJOTHEN
00pabOTKH, U 3aIUTH OT HECAHKIIMOHUPOBAHHOW MOIU(UKAITNN TIEPCOHATBHBIX TaHHBIX
JTOJKEH 00eCIeunBaThCs:

—  CpeIACTBaMHU pa3rpaHUYEeHUs] JOoCTyna (B MOMENIEHUsA, K JOKYMEHTaM, K
HOocUTeNsIM uHGOpPMAaIUH, K CepBEpaM, JIOTHYECKUM YCTPOUCTBAM U T.I1.);

—  CpelCcTBamH dJIEKTPOHHOM MOITUCH;

— CpeiacTBaMU  TOJCYETa  KOHTPOJBHBIX  CYMM  (IJIE  HCIOJIb3YEeMOTO
MIPOTPAMMHOT0 00eCTICUCHUS ).

5.19. Cpeacrsa onepaTUBHOI0 KOHTPOJISA U PEruCcTPAIlUU COOBITHI 0€30MaCHOCTH

CpenctBa OOBEKTUBHOTO KOHTPOJSI JOJKHBI OO€CleyuBaTh OOHApY)KEHUE W
PETUCTpaIIO BCEX COOBITUH (IeHCTBUIM Tonb3oBaTenei, moneitok HCJl u T.11.), KOTOpBIe
MOTYT TOBJIeYb 3a COOOW HapyIlieHHe O€30MacHOCTU W NPUBECTH K BO3HUKHOBEHUIO
KPU3UCHBIX CUTyaluid. AHamu3 COOpaHHOW CpeIcTBaMH pPEeTUCTparuu HHQPOpMaluU
MTO3BOJISICT BBISIBUTH (DAKTHI COBEPIIICHUS HAPYIICHUH, MX XapaKTep, MOJCKa3aTh METOJT €ro
paccienoBaHusl U CHOCOOBI TIOWCKA HApPYIIMTENS W WCTpaBiieHus cutyaruu. Cpencrsa
KOHTPOJISL ¥ PETUCTPAIUU JOHKHBI TPEIOCTABIISATH BO3MOKHOCTH:

~ BEACHUS W aHaIM3a IKYPHAJOB PEruCTpallid COOBITHM  ©e30macHOCTU

(cUCTEMHBIX )KYpHAJOB);



~ TIOJydyeHHUs TBEpJoN Komuu (MeYaTh) >JKypHajla pPErucTpaluv COOBITHIMA
0€e30IMacHOCTH;

—  YIOPSIOYEHUS KYPHAJIOB, a TaKXK€ YCTAHOBJICHUS OTPAaHUYCHHH HAa CPOK HX
XpaHEHUS,;

~  OIEPaTUBHOTO OTIOBEIICHUS aIMUHUCTPATOpa OE30MACHOCTH O HAPYIICHUSX.

[Ipu peructpamuu coObITHI 0E30MACHOCTH B JKypHAJIE TOJDKHA (PUKCHPOBATHCS
cieayroias naHpopMarus:

~ JaTa ¥ BpeMs COOBITHS;

- uaeHTuduKaTop cyObeKTa, OCYIIECTBISIONIETO PETUCTPUPYEMOE JEHCTBHE;

- JAeHcTBHE (TUM JIOCTYyTA).

5.20. KoHTP0b 3()eKTUBHOCTH CHCTEMBI 3AIIIUTHI

Koutpoabs 3¢h(EeKTUBHOCTH 3alllUTHl MEPCOHANTBHBIX JAHHBIX OCYIIECTBIISICTCS C
IIEJBI0 CBOCBPEMEHHOTO BBISBICHUS U MPEIOTBPAIICHUS YTEUKHA TIEPCOHATBHBIX JAHHBIX
32 CYET HECAHKIIMOHMPOBAHHOTO JIOCTYIa, a TakkKe NPEeIyNpPeKICHUS BO3MOMXKHBIX
CIICIMAJIPHBIX BO3JICHCTBUIM, HAIMPABJICHHBIX HAa YHUUYTOXXCHHE IEPCOHAIBHBIX JIAaHHBIX,
paspylieHne cpeacts nHpopmatuzanui. KoHTpOIs MOKET IPOBOAUTHLCS MTPUBIECKACMBIMU
JUTSL OTOM MEJIM OpraHU3aIusIMH, UMCIOIIUMH JIMIICH3UIO Ha 3TOT BUJ ACATESILHOCTH.

Onenka 3((PEKTUBHOCTH Mep 3allWThl TEPCOHATBHBIX JAHHBIX TPOBOJMTCS C
WCITOJIb30BAaHUEM TEXHHUYECKUX ¢ MPOTPAMMHBIX CPEACTB KOHTPOJS Ha TPEIMET

COOTBCTCTBHA YCTAHOBJICHHBIM Tpe6OBaHI/I${M.



